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INTRODUCTION
Preventing and responding to all forms of violence in the workplace shows that your organization is
committed to promoting a safe environment for your employees in the following ways:





Committing to a no-tolerance policy against any type of violence, domestic violence, sexual
assault, stalking, threats of violence, harassment, intimidation, bullying and other
disruptive behaviors that interfere with a civil workplace
Taking all reports of incidents or concerns seriously and dealing with them appropriately
Providing appropriate resources to address and prevent inappropriate behavior,
maintaining multi-program response teams to help supervisors assess and address these
behaviors and incidents, and assisting employees who have been adversely affected by
such behaviors on- or off-site

Employers should use this guide to ensure that their organizations have all the tools necessary to
implement a workplace violence prevention policy. This guide should be used as a broad overview
of the basic tools that an organization should use to develop its own specific procedures. Employers
are encouraged to use as much detail as necessary to define and address all aspects of workplace
violence when developing their procedures, including creating a plan as to what supervisors and
employees need to do in emergency situations and the steps to take for non-emergency situations.

This guide is merely a guideline. It is not meant to be exhaustive nor be construed as legal advice and does not
address all potential compliance issues. Consult your representative at RiskSOURCE Clark-Theders or legal
counsel to address possible compliance requirements.
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DEFINITIONS
What is Workplace Violence?
Workplace violence can be any threat or act of violence against persons or property; verbal threats
in the form of intimidation, harassment or bullying; or other inappropriate, disruptive behaviors
that cause fear for personal safety inside or outside of the worksite.
A number of different actions in the work environment can trigger or cause workplace violence. It
may even result from situations that are not related to work. Workplace violence can be inflicted by
an abusive employee, supervisor, co-worker, customer, family member or even a stranger.
Whatever the cause or whoever the perpetrator, workplace violence is not acceptable and should
not be tolerated.
There is no sure way to predict human behavior, and while there may be warning signs, there is no
specific profile of a potentially dangerous individual. The best prevention comes from identifying
and addressing any possible problems early.

What is Domestic Violence, Sexual Assault and Stalking?
There are behaviors that can lead to disruptions in the workplace that supervisors should be aware
of and can deal with if the situation arises. Domestic violence, sexual assault and stalking are
serious problems that can affect individuals, families and communities. The effects of domestic
violence, sexual assault and stalking spill over to the workplace in numerous ways, introducing
significant costs and safety concerns for workplaces.

Domestic Violence
Domestic violence is a pattern of coercive behavior, including acts or threatened acts, used
by a perpetrator to gain power and control over a current or former spouse, family
member, intimate partner, dating partner or person with whom the perpetrator shares a
child. This behavior includes, but is not limited to, physical or sexual violence, emotional or
psychological intimidation, verbal abuse, stalking, economic control, harassment, threats,
physical intimidation or injury.

Sexual Assault
Sexual assault refers to a range of behaviors, including but not limited to, a completed
nonconsensual sex act, an attempted nonconsensual sex act or abusive sexual contact.
Sexual assault includes any sexual act or behavior that is perpetrated when someone does
not or cannot consent.

Stalking
Stalking refers to harassing, unwanted or threatening conduct that causes the victim to fear
for his or her safety or the safety of a family member.
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Behaviors of Concern
The continuum of violent acts ranges from more common nonphysical acts that include bullying
and verbal threats, to less common physical acts that include battery, aggravated assault and even
homicide. Some common behaviors of concern include the following:







Stalking—Stalking can occur at the workplace as well as outside the workplace, which can
impact the productivity of an employee.
Bullying—Bullying occurs when people use their power to control or harm others via verbal,
physical or other means. Workplace bullying occurs when a person or group of people in a
workplace single out another person for unreasonable, embarrassing or intimidating
treatment.
Harassment—Harassment occurs when unwelcome comments or conduct unreasonably
interferes with an employee’s work performance or creates an intimidating, hostile or
offensive work environment. A conduct is unwelcome if the employee did not solicit,
instigate or provoke it, and the employee regarded the conduct as undesirable or offensive.
Active shooter—An active shooter is an individual actively engaged in killing or attempting
to kill a person or persons in a confined and populated area through the use of firearms.
The overriding objective of an active shooter is to commit mass murder, rather than other
criminal conduct such as robbery or hostage taking. In the event of an active shooter, the
objective should be to minimize casualties. Events happen quickly and are often over
before law enforcement arrives.

Employment Situations and Triggers
Employers should be sensitive to trigger situations—events that could serve as a catalyst to push a
violence-prone employee over the edge. Normal, emotionally stable employees may show little or
no reaction to trigger situations. If they do react, it is usually in a controlled and reasonable
manner. In contrast, at-risk employees view trigger situations as events that justify a violent
response. It would be impossible to list every conceivable trigger situation, but there are some
events which are common to the workplace and should always be viewed as potentially dangerous.
The most common types of employment triggers include the following:







Job reassignment
Disciplinary action
Downsizing or workforce cutbacks
Being overlooked for a lateral or promotional opportunity
Termination
Work environment deterioration

Employers must carefully manage trigger situations. Through preplanning, it is possible for
employers to exercise control over interactions with employees, in a manner that reduces the
possibility of a violent reaction.
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The Purpose of a Threat Assessment Team
The purpose of conducting a threat assessment is to determine the seriousness of a potentially
violent or stressful situation and how best to intervene. Since it is impossible to know with any
certainty whether a threat is going to be carried out, management should always treat threats in a
serious manner and act as though the person may carry out the threat.
A threat assessment team is an interdisciplinary team that works with management to evaluate the
risk of potential workplace violence. The approach and the timing of these evaluations will be
specific to the circumstances of the potentially violent situation. Threats from sources outside the
organization may require additional actions and coordination with local law enforcement agencies.
When necessary, a threat assessment team should be convened at the direction of management,
with the purpose of evaluating the risk of potential violence and providing guidance on managing
the situation in a way that protects employees.
Members of a threat assessment team may vary, but typically include representatives from the
following:





Management
Human resources
Employee assistance programs (EAPs)
Security personnel and law enforcement

Once a threat assessment is completed, HR and management should decide whether additional
measures are needed to close any security gaps. To the extent feasible and where appropriate,
management should help alleviate misunderstanding and confusion by explaining to employees the
course of action being taken and why.

The Purpose of an Emergency Response Team
An emergency response team (ERT) typically consists of many of the same individuals who make up
the threat assessment team; however, its purpose is to deal with the immediate consequences of a
violent situation and to take the necessary steps in preventing similar occurrences in the future. An
ERT provides guidance on managing a situation in a way that protects the employees and others
involved in an undesirable incident or situation. The team assists management and employees by
doing the following:









Assisting with attempts to de-escalate and manage the situation
Facilitating and coordinating response actions to ensure that appropriate follow-up action
is taken (e.g., investigations, union notification, victim assistance, preventive and corrective
actions)
Serving as a resource and source of information in regard to workplace violence concerns
Communicating with employees so they are informed
Coordinating with the media
Addressing administrative issues
Providing recommendations for supervisory action, documentation and plan development
for resolving identified situations
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EMPLOYER ACTIONS
Employers should make sure they have workplace violence measures in place before, during and
after they occur.

Recommended Programs for Preventing Workplace Violence
Some of the options available to help employers ensure a safe workplace include the following:
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Emergency Plans to Help Ensure a Safe Work Environment
Every employer should have an emergency plan in place that describes procedures to follow during
a fire or other emergency. These plans should also include provisions for incidents of workplace
violence and describe the following:














Procedures for calling for help
Procedures for calling for medical assistance
Procedures for notifying the proper authorities or whoever is acting in their place
Emergency escape procedures and routes
Procedures for evacuation of special-needs employees and visitors
Safe places to congregate inside and outside the facility
Procedures for shelter
Procedures to secure the work area where an incident has taken place
Procedures to account for all employees if the facility is evacuated
Procedures for identifying personnel who may be called upon to perform medical or rescue
duties
Training and education for employees regarding incidents of workplace violence and the
emergency action plan
Procedures for regularly evaluating and updating the plan
Procedures for debriefing participants to identify lessons learned

How to Address Workplace Violence Issues
Despite an employer’s best efforts, there are no guarantees against workplace violence. If a violent
event does occur, it is important that the response is timely, appropriate to the situation and
understanding of employees’ perspectives. While the actual procedures may vary based on an
organization’s individual needs, the following table provides a general outline of workplace violence
issues and how they may be addressed.
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Workplace Violence Confidentiality
All incidents of workplace violence should be kept confidential to every extent possible.
Information that is obtained during a threat assessment should be released to individuals who need
the information to conduct an appropriate investigation into the situation, protect personnel or
confront the person making the threat. This typically includes security staff, legal counsel,
employee relations staff, medical personnel and management personnel.
Note: Confidentiality regulations prevent EAP counselors from disclosing information obtained
from employees without their written consent, unless an employee poses a threat to his- or herself,
or others.
Note: Employers should instruct employees not to speak to the media regarding incidents of
workplace violence. Questions of workplace violence from the media should be addressed by a
specified person in the organization who deals with public affairs.
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ORGANIZATIONAL ROLES
The Role of Security Teams With Regard to Workplace Violence
Some organizations have security staff on-site to address workplace violence. The security staff
should have response procedures in place for actual and potential acts of workplace violence. They
should also do the following:
 Participate on the threat assessment team.
 Provide properly trained and equipped security forces to prevent, deter, and respond to
threats and incidents of workplace violence.
 Conduct investigations into threats of incidents, as appropriate.
 Conduct regular threat assessment surveys of the organization and individual sites to
determine emergency plans, evaluate the level of security preparedness, and detect and
cure any gaps in security policies and procedures.
 Serve as the facility security expert by keeping management advised of the risk of violence,
the security gaps identified by threat assessments and the means to close those gaps.
 Work with facility management personnel to improve the physical security aspects of the
building, grounds and parking lot.
 Train facility personnel in security measures and violence prevention techniques.
 Work closely with facility personnel to ensure buildings and grounds are safe for employees
and visitors.
 Determine jurisdictional restrictions, and identify alternative law enforcement agencies that
may be able to provide assistance, including notification and liaison planning.
 Provide a threat assessment team who can assist the organization and individual sites in
determining the best way to protect personnel.
 Suggest safety and security measures that need to be implemented.
 Escort potentially violent individuals, and individuals who have been removed or
terminated, safely off the premises, suspending access to the premises until they have been
cleared for re-entry.

The Role of HR With Regard to Workplace Violence
HR should work closely with security personnel, supervisors and the EAP to help prevent and
respond to workplace violence by doing the following:
 Participating on the threat assessment team
 Providing supervisory training, which may include basic leadership skills, performance
management, counseling, discipline, ADR and other management tools
 Providing technical expertise and consultation to help supervisors determine what course of
administrative action is most appropriate in specific situations
 Collaborating with management to determine whether sufficient evidence exists to justify
taking disciplinary or corrective action
 Encouraging the use of workplace flexibilities and advising supervisors and employees as to
what options are available
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The Role of an EAP With Regard to Workplace Violence
EAPs play significant roles in workplace violence prevention and response, including the following:
 Participating on the threat assessment team
 Providing short-term counseling and referral services to employees
 Consulting with the threat assessment team when a potential for violence exists or when an
actual incident is reported
 Consulting with supervisors to identify specific problem areas, develop action plans to
resolve issues in the early stages and encourage employees to contact the EAP when
personal problems have adversely affected job performance or conduct
 Assisting in the prevention of workplace violence through the following:
o Early involvement in organizational changes including downsizing, reorganization
and transition
o Training employees to deal with angry co-workers and customers, conflict
resolution and communication skills
o Training supervisors to consult with the EAP regarding individual employee issues
as soon as they surface, without diagnosing the cause
Confidentiality is an essential component of EAP services. Employees who seek EAP services are
afforded considerable privacy by laws, policies and professional ethics of EAP providers. It is a
common practice for the EAP to inform employees in writing about the limits of confidentiality at
the first meeting.

The Role of ADR With Regard to Workplace Violence
ADR is comprised of processes designed to help parties resolve conflicts with the assistance of
neutral third parties. ADR can be used as an alternative way to address employee disputes and
concerns in negotiated venues. It can also be used to help disputing parties resolve a problem that
they can’t resolve on their own.

The Role of General Counsel With Regard to Workplace Violence
General counsel’s role is to work with security personnel, HR, supervisors and the EAP to help
prevent and respond to workplace violence by doing the following:
 Participating on a threat assessment team
 Providing technical expertise and consultation to help supervisors determine what course of
administrative action is most appropriate in specific situations
 Collaborating with security personnel to determine whether sufficient evidence exists to
justify taking disciplinary or corrective action (once the investigation of any misconduct is
complete) and advising management accordingly
 Collaborating with HR to encourage the use of workforce flexibilities and advising managers
and employees as to what options are available
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The Role of Facility Management With Regard to Workplace Violence
Facility management should work closely with security personnel and appropriate HR
representatives to help maintain a safe environment for all people who access the worksite. This
includes participating with security personnel in threat assessment surveys, keeping management
informed of the physical status of the facility and supporting budget requests with justification for
security upgrades, when appropriate.

The Role of Supervisors With Regard to Workplace Violence
At minimum, supervisors should do the following:
 Take immediate action as necessary to reduce or prevent a violent situation, follow
established procedures, and contact security or local law enforcement (if required).
 Take all threats seriously.
 Inform employees of workplace violence prevention policies and procedures.
 Ensure that employees know specific procedures for dealing with workplace threats and
emergencies, and how to contact police, fire, and other safety and security officials.
 Ensure that employees with special needs are aware of emergency evacuation procedures
and have assistance as necessary during emergency evacuation situations.
 Promptly report all threats to management and the EAP if necessary.
 Ensure that events are properly investigated.
 Become familiar with all employee flexibilities available to staff (e.g., child care, flexible
working arrangements, and telecommuting).
 Document all reports of threats or incidents in a confidential manner.
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EMPLOYEE ACTIONS
Identifying Workplace Violence Situations
Sometimes it is difficult to identify workplace violence before it occurs, but recognizing and
addressing some of the early warning signs is a key step to prevention. Some early signs of
potential workplace include the following:














Misconduct
Anger
Threatening or intimidating words or behavior
Direct or veiled threats of harm
Intimidating, belligerent, harassing, bullying, or other inappropriate and aggressive behavior
Numerous conflicts with supervisors and other employees
Weapons in the workplace, inappropriate references to guns or a fascination with weapons
Statements showing fascination with incidents of workplace violence, statements indicating
approval of the use of violence to resolve a problem or statements indicating identification
with perpetrators of workplace homicides
Statements indicating desperation to the point of contemplating suicide
Stressful or derogatory statements from a pending layoff or furlough notification
Drug or alcohol abuse
Extreme changes in behavior

Things Employees Can Do to Help Prevent Workplace Violence
Every employee is responsible for helping to prevent workplace violence. The following are a few
ways that employees can help:
 Become familiar with workplace violence policies and local procedures for dealing with
workplace threats and emergencies.
 Question unknown visitors and report strangers to a supervisor and security.
 Be aware of physical and verbal threats, and report them to a supervisor and security.
 Take all threats seriously.
 Be familiar with local emergency procedures and evacuation plans.

To Whom Employees Should Report Workplace Violence
Employees should be aware of and follow the set procedures for reporting workplace violence in
addition to reporting acts or threats of violence to security staff, if applicable, and a supervisor or
manager. Some organizations may establish hotlines that employees can use to make
nonemergency reports.

What Employees Should Do if They Feel Like They’re in Imminent Danger
If employees feel they are in immediate danger, they should remove themselves from the
dangerous situation. Once reaching a safe area, employees should call their organization’s security
personnel, 911 or the responsible party listed in the organization’s workplace violence reporting
16
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procedures. If they are unable to exit the area, employees should ask someone else to call for help,
if possible.
If employees have concerns about a situation that may turn violent, they should notify their
supervisor or a member of management immediately, and follow the organization’s specific
reporting procedures.
Important: Unless there is no other alternative, employees should NOT confront individuals who
appear to be an immediate threat. Employees should instead contact their organization’s security
personnel or 911 immediately.

Recovery Procedures After a Workplace Violence Incident
Returning the workplace to a functional condition after an incident occurs is a critical part of
workplace normalcy. Management should lead the efforts while seeking guidance and assistance
from resources available inside and outside of the organization.
Organizations can overcome the impact of an incident by doing the following:




Have management present at the worksite to reassure employees.
Provide information to employees as necessary.
Have crisis response professionals available to employees.
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TRAINING AND ADDITIONAL INFORMATION
Workplace violence awareness and training are a critical part of workplace violence prevention.
Training is necessary for all employees that may be involved in responding to an incident of
workplace violence.

Employees
All employees should be trained on how to recognize and report incidents of violent, intimidating,
threatening, bullying and disruptive behavior. Also, all employees should have phone numbers for
quick reference during a crisis or emergency.
Workplace violence training is crucial to maintaining an informed workforce and may include the
following topics:













Department and organizational workplace violence policy
Encouragement to report incidents and the procedures to do so
Ways of preventing or defusing volatile situations or aggressive behavior, if possible
Diversity training to promote understanding, acceptance, and tolerance of co-workers and
customers from different races, genders, religions, abilities, ethnic backgrounds and sexual
orientations
Ways to deal with hostile people
Managing anger
Techniques and skills to resolve conflicts
Stress management, relaxation techniques and wellness training
Security procedures, such as the location and operation of alarm systems
Personal security measures
EAPs that can assist employees in resolving conflicts

Supervisors
In addition to the training suggested for employees, supervisors should receive general supervisory
training. The same approaches that create a healthy, respectful and productive workplace can also
help prevent potentially violent situations. Supervisory training should include basic leadership
skills such as setting clear and consistent standards, addressing employee problems promptly,
referring employees to an EAP to assist with workplace productivity, and using disciplinary actions
fairly and conscientiously. Such interventions can keep difficult situations from turning violent.
Supervisors do not need to be experts in dealing with violent behavior, but they need to know
which experts to call.
Supervisory training may include the following:




Ways to encourage employees to report incidents in which they feel threatened for any
reason by anyone inside or outside the organization or local site
Ways to identify and respond to behaviors and triggers that may lead to acts of violence
Procedures for consulting HR, the EAP, security personnel or local law enforcement with
any questions regarding the seriousness of a reported incident
18
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Skills in behaving compassionately and supportively toward employees who report
incidents
Procedures for taking disciplinary actions and how to ensure that decisions are made fairly
and applied consistently across the organization
Basic skills in handling crisis situations
Basic emergency procedures, including who to call and what support resources and services
are available
Appropriate screening of pre-employment references
Basic skills in conflict resolution

Responders to Workplace Violence Incidents
Security personnel, HR and EAP staff that may respond to workplace violence issues should be
trained on how to respond to such issues. Personnel who serve on response teams should be
competent in the skill area they are representing and need to know when and who to call for
additional help. Response team training should include discussion of policies, legal constraints,
technical vocabulary and other employer-specific considerations.

Source: U.S. Department of Energy
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APPENDIX A - WORKPLACE VIOLENCE QUICK-REFERENCE PHONE LIST
This page should be completed, printed and kept readily available.

QUICK-REFERENCE PHONE LIST FOR
WORKPLACE VIOLENCE ISSUES
Title

Name

Phone

Emergency Number
(911 or XXX)
Workplace Violence
Hotline
Immediate
Supervisor/Manager
Secondary
Supervisor/Manager
Security Office
EAP
HR
Legal/General Counsel

20
Design © 2017 Zywave, Inc. All rights reserved.

